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Abstract—Missions in NASA’s Solar-TerrestrialProbeline
featurechallengessuch as multiple spacecraftand high data
productionrates. An importantclassof scientific instruments
that have for yearsstrainedagainstlimits on communications
aretheparticledetectorsusedto measurespaceplasmadensity,
temperature,andflow. ThePlasmaMomentApplication(PMA)
softwareis beingdevelopedfor theNASA RemoteExploration
& Experimentation(REE) Program’s seriesof Flight Proces-
sor Testbeds.REE seeksto enableinstrumentscienceteams
to move dataanalysessuchas PMA on boardthe spacecraft
therebyreducingcommunicationdownlink requirements.Here
wedescribethePMA for thefirst timeandexamineits behavior
undersingle bit faults in its static state. We find that � 90%
of the faults lead to tolerablebehavior, while the remainder
causeeitherprogramfailure or nonsensicalresults. Thesere-
sultshelpguidethedevelopmentof fault tolerant,non-hardened
flight/scienceprocessors.
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1. INTRODUCTION

UTUREmissionsin NASA’sSolar-TerrestrialProbe(STP)
line have challengingrequirementsinvolving multi space-

craft operationsandsciencedatacommunication.Thesemis-
sions form an important part of NASA Sun-EarthConnec-
tions theme[1,2]. Onesuchmissionis STP’s Magnetospheric
Multi Scale(MMS, launch2007),which consistsof five space-
craft eachcarrying a full complementof scienceinstruments
designedto observe the fundamentalprocessesthat structure
Geospace,the nearEarthspaceenvironment[3]. To fit within
missionresourcebudgets,MMS sciencereturnis purposefully
limited by obtainingdataatahighrateduring“burstmode”op-
erationsduring limited portionsof MMS orbits. For the rest
of theorbit, “normal mode”storeslow resolutiondatafor later
transmissionto Earth. By performingsomedataanalyseson
board the spacecraft,the sciencereturn of missionssuch as
MMS maybedramaticallyenhanced[4].
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For example,theparticledetectorsusedin spacephysicsexperi-
mentsmeasureproperties,e.g.mass,momentum,andenergy,of
theparticlesmakingup thespaceenvironment.For many years
thesescienceinstrumentshavebeencapableof producingmore
informationthancanreasonablybedownlinkedto Earth. Thus
communicationlimitationshaverestrictedthequalityof theraw
measurementswhich in turn limit theconclusionsthatwe may
draw from our observations. The STPcomponentof NASA’s
RemoteExplorationandExperimentationProject(REE) is de-
veloping methodsof on board dataanalysisthat will enable
STPmissionsthat arecurrently infeasibledueto communica-
tion limitations[5].

Beforesciencedatacanbe usedto achieve missiongoals,im-
portantcalibrationsandreductionsmustbeperformed.Results
of theseanalysesrequirestoragethatis oftenthousandsof times
smallerthanthe storagerequiredof the original raw data. By
performingtheseanalyseson boardspacecraftandtransmitting
the resultsto Earth one gains the opportunity to reducesci-
encecommunicationrequirementsby thousandsaswell. How-
ever, performingtheseanalysesin real-timeonboardspacecraft
requirescomputingcapability that is not feasibleif obtained
by traditionaltechniquesof constructingradiationtolerantsys-
tems.TheREETestbedis aprototypeflight processorthatuses
a mixture of hardwareandsoftwaretechniquesto mitigatethe
effects of radiationinducedfaults while providing supercom-
putingperformance.

In this work, REE/STPpresentsa software applicationbeing
developedfor the REE Testbedthat analyzesparticle detec-
tor data. The PlasmaMoment Application (PMA) calculates
plasma(fluid) momentsincluding the spaceplasmadensity,
bulk flow, pressure,and heat flux. Thesemomentsare cal-
culatedusing spatialdiscretizationtechniquesreminiscentof
finite-elementanalysis(FEA). Theseunstructuredgrid tech-
niquesallow the analysisof almostarbitrarily constructedor
editeddatasets. Model fitting and parameterestimationwill
be usedto addressinescapable“blind spots”andother imper-
fectionsin particledetectordata. PMA representsa first step
towardsautonomousspacesciencedataanalysis,andthispaper
is, to ourknowledge,thefirst descriptionof how adataanalysis
codedevelopedwithin the spacesciencecommunityresponds
to faults.
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Figure1. Particledetectorgeometry

2. PLASMA MOMENT APPLICATION

The PlasmaMomentApplication consistsof a modelparticle
spectrometerandananalysisprogram.Themodelparticlespec-
trometerproducesa set of sensorreadingsand relatedinfor-
mation; from thesesensorreadings,sensorconfiguration,and
spacecraftattitude,amapof theplasmain velocityspaceis con-
structed.Theanalysisprogramconvertsthesensorreadingsto
a plasmaparticledensityper unit volumeof phasespace(ve-
locity � position). After this conversion,theanalysisprogram
fits an anisotropictemperatureplasmadistribution to the data;
this fit is usedto patchdatagapsandasa checkon subsequent
analysis.Theanalysisprogramthenconstructsa grid from the
distribution of sensorreadingswhich it thenusesto calculate
statisticalmomentsbynumericalquadrature.Thoughmotivated
by existingplasmaparticlespectrometers,thesemodelsareim-
plementedat a slightly moreabstractlevel so that they maybe
specializedto avarietyof detectorsandmeasurementstrategies.

PMA SpectrometerModel

Our initial spectrometermodelis looselybasedon theElectron
SpectrometerExperiment(ESE) on ISEE-1 [6]. This device
is designedto observe the threedimensionalelectronplasma
distribution functionasthespacecraftmovesthroughGeospace
including the solarwind, magnetosheath,outermagnetopause,
andneartail regions. At theoutputof eachof six electrostatic
analyzersa two channelelectronmultiplier registersthe influx
of electronsfrom given differential energy rangesand direc-
tions. TheESElogarithmicallystepsthrough16 energy levels,
dwellingequallyateach,andcompletesoneenergysweepevery
half second.Eachelectronspectrometeris pairedwith another,
andthepairsarearrangedonthreemutuallyorthogonalaxes.A
singledetectoris depictedin Figure1. As theISEE-1spacecraft
rotatesevery threeseconds,theviews of thespectrometersare
sweptacrossthesky andathreedimensionalpictureof theelec-
tron andtheir flow in the vicinity of the spacecraftis recorded
everyhalf second.

ThePMA SpectrometerModel is notconstrainedto specifically
representthe ISEE-1/ESE.Many of the parametersthat deter-
minethedataproductionrateof theESEcanbechangedsothat
therequirementsof otherparticleobservationstrategiescanbe
studied.Theseparametersinclude:thenumberof energy steps,
thecentralenergy andrangeof eachstep,thesteprate,andthe
numberof detectors.The effective apertureof the instrument
andthe solid anglefrom which particlesareadmittedcanalso
bespecified.At themomentwepresumeidealefficiency, in that
eachenteringparticle is counted.The spacecraft’s, andhence
the instrument’s, rateof rotationmay alsobe specified.These
parameterscontrolhow particlevelocityspaceis sampled.

To determinetheflux of particlesinto theinstrument,asmallset
of simpleplasmamodelshasbeenimplemented.Thesemodels
maptheparticlevelocityspaceto a realvaluedphasespacedis-
tributionfunction.Themodelweusehereis asimpleGaussian,
or normaldistribution,centeredon themeandrift of theplasma
relative to the spacecraft,andwith a width determinedby the
plasmatemperature.The integration of this particle distribu-
tion over a sampleregion of velocity spaceyields the average
numberof particlesthatenterthedetector, neglectingstatistical
fluctuation.To modeltheactualnumberof particlesenteringthe
detectorweselectarandomnumberfrom aPoissondistribution
with theaforementionedaverageasits mean.Thisprocessis the
inverseof the datareductionwhich is describedin moredetail
below.

The preceedingtwo paragraphshave dealt with how velocity
spaceis sampledby a model instrumentandhow the contents
of velocity spacearedetermined.Thusasthe instrumentpro-
ceedsthroughits observationsit buildsupadatasetof measure-
mentsandrelevantauxillarydataincludingtimeanddurationof
observation,andinstrumentconfigurationandposition. These
dataandmetadataarereadinto andprocessedby the analysis
portionof thePMA application.

PMA AnalysisProgram

The instrument-modellingportionof thePMA readsa file that
containsparameterswhich define a model spectrometerand
plasmaand producesa set of files that containflux measure-
mentsanddescriptive information. Theanalysisportionof the
PMA readsthesefiles with theobjective of calculatingthesta-
tistical momentsof the observed plasmadistribution in veloc-
ity space.The momentsto be foundcorrespondto the plasma
density, bulk velocity, temperature,and heatflux. The steps
requiredto transformthe measurementsinto the desiredfluid
momentsareoutlinedin Table1.

Portionsof the PMA programarenot exercisedfor this work.
Thecalibrationstepmentionedin Table1 is usuallyiterative in
nature,andnot qualitatively differentfrom the“patchingstep”.
The patchingstepis similarly truncatedfor the runspresented
here. The model usedfor patchingthe datais constructedto
exercisethelinearalgebralibrary; themodelthusobtainedwas
savedfor latercomparisonto theresultsof themomentcalcula-
tion. However, for thiswork theactualpatchis notconstructed.



TABLE 1

OUTLINE OF PMA PROGRAM

1. Inputdata
2. Transformto workingcoordinates& units
3. Calibrate
4. Patchholesin dataset
5. Constructgrid from data
6. Calculatemoments
7. Write results

Constructingapatchrequiresamatrix-vectormultiplicationand
theadditionof a “few” modeleddatapointsto thedataset.Our
experienceswith this processwill be documentedelsewhere,
but herethefocusis thebehavior of PMA underfaults,andwe
feel that an additionalmatrix-vectormultiply will not signifi-
cantlyaffectour results.

Here,calibrationmeansaccountingfor the differentsensitivi-
ties of the variousdetectors. Thesedifferent sensitivities are
dueto intrinsicvariability in thesedevicesasshipped,or differ-
encesin how they wear. Thesedifferencescanbe ameliorated
by comparinghow differentdetectorsrespondto a predictable
environment,for example,by usingthesolarwind asa calibra-
tion beam.For theseinstrumentsthecalibration,thoughimpor-
tantfor theanalysisof realdata,lookslikeafilter, amodelfit, or
iteratesof these.Becausea modelfit is requiredfor thepatch-
ing step,theadditionof thecalibrationstepwill not addto the
presentstudybut will be addressedin future work. Therefore,
our modelspresumeideal(cross)calibration.

Spacecraftoften acquirean electric charge, which leadsto a
spacecraftelectricpotential ����� . Chargedparticleswhich enter
the detectormove throughthis potential,changingtheir ener-
gies.Therefore,in reconstructingthePDFfrom thesensordata,
we mustaccountfor theshift 	�
 in particleenergy 
 :

	�

����������� (1)

This energy shift is usually small and the velocities low, so
nonrelativistic formulae may be used. Current code simply
dropsdatawith 
���������� , andfits the patchto higherenergy,
���������� , data.

ModelFitting

Modelfitting is onemethodthathasbeenusedto addressirreg-
ularitiesin plasmaanalyzerdata. Particleswith low velocities
relativeto thespacecraftareparticularlydifficult to measurefor
two reasons.First,a lowervelocity impliesa lowerflux into the
instrumentwhich implies lower countratesandgreateruncer-
taintiesandfluctuationsin particleflux. Second,lower veloc-
ity particlesaremoresusceptibleto theelectricpotentialof the
spacecraft.A spacecraftplacedin the Sun’s ultraviolet radia-
tion becomeselectricallychargedanddrivesanelectriccurrent
in thesurroundingplasmathat“corrupts” measurementsof the

propertiesof the spaceplasma. For thesetwo reasons,mea-
surementsof the plasmaparticledistribution function at lower
energiesaredifficult to interpretandoftenlook like a “hole” in
the data. A way aroundthis problemis to “patch” thehole by
fitting amodeldistributionfunction,e.g.aMaxwellianor Gaus-
sian,to themeasurementsandthenusingthismodelto generate
modeldatain thehole.

In this work, we usea ten parametergeneralizedMaxwellian
(Eq. 2). Theparametersareof thefollowing form:

����� �"!$#&%('*)�+,%(+.-/)102)3+54
(2)

where
0

is anuppertriangular 67�86 matrix; thesymbol
-

de-
notestransposition.Notethat

�9�:�
is acolumnvectorof data,in

the computerscientificsense,indexedby
+

. Hencethe model���;�
is linear in the parameters

! �*< !=#>4?'@4A0CB , Eq. 2 canbe
rewritten: ����� �ED !84 (3)

where D is definedto make Eqs.2 and3 equivalent. Further-
more, D dependson thevelocities

+
at which thedatawasob-

tained.We canwrite the FHG�I row of D
�9���KJ � L 4M+.J34N+O-J ��� +.J !P4 (4)

whereF indexesthemeasurements
� J 4Q+ J

. Onecantestthepatch
to
�

by checkingfor kinksor non-monotonicity.

Becausethelogarithmof themodeldistribution functionis lin-
ear, weusea linearleastsquaresfitting procedureimplemented
with PLAPACK [7] andLAPACK [8]. PLAPACK (ParallelLin-
earAlgebraPackage)is anobjectorientedlibrary thatprovides
denselinearalgebrafor multipleprocessorcomputersusingthe
MessagePassingInterface(MPI) [9]. Furthermore,experiments
in SoftwareImplementedFaultTolerance(SIFT)arebeingper-
formedwith PLAPACK, with theplanthatapplicationssuchas
PMA will gain enhancedrobustnessto faultssimply by using
a SIFT basedversionof PLAPACK. After the modelparame-
tershavebeenfound,they canbeusedto patchirregularitiesas
mentionedabove, or they canbe comparedwith the resultsof
theplasmamomentcalculationto bediscussedbelow.

PlasmaMoments

The primary function of the PMA is the plasmamomentcal-
culation,whichproceedsaftercalibrationandpatchinghavere-
sultedin aconsistent,completedataset.To allow agreatvariety
of measurementstrategiesto bestudied,aswell asto allow easy
import of existing particlespectrometrydata,the PMA usesa
verygeneralmethodto partitionvelocityspaceusingtechniques
from finite elementanalysis[10].

The fundamentalquantitiesof interestare the plasmaor fluid
momentsof the distribution of particlesin the spaceenviron-
ment. The density, bulk flow velocity, andthe pressuretensor
are R

� SKTVU � < +�BQ4 (5)



TABLE 2

QUANTITIES ASSOCIATED WITH PDF ESTIMATION.

Symbol Interpretation DependenciesW
Time� , X Azimuth andco-altitude

WY Detectorunit normal X , �+
Particlevelocity X , � , WU Velocitymagnitude UZ�2[ + [��2\ Y )]+^

Measuredparticlecounts
+�

Distribution function
^

,
+

, X , �
TABLE 3

THE GEOMETRIC FACTOR _ CONNECTING THE PDF AND COUNTS.

Symbol Interpretation Dependencies`
Detectorcollectingarea

Wa]b
Solidanglesubtended

a]b �dc?e � X a X a � 4 
a W
Measurementduration

W

8f5g a 
 Energy bandpass

Wh Integrationfactor h � `ia]b�a W <kjl
 B fmg a 


n � LR SKTVU � < +�B>+54.op�rq (6)

s �Et S3T]U � < +�B < + \ n B < + \ n BQ4 (7)

where we interpret the dyadic product in Einstein’s notation
thusly: urvw�/xHy{z J . Theintegralsareevaluatedover theparticle
velocity space,and t is themassof theparticle,e.g. electron,
proton, ionizedOxygen,beingstudied. The tensorproductis
definedby:

s )]+ | s y J U J .
Theheatflux tensoris givenby:

} � t j SKT~U � < +�B U�� + \ Lj n&��� s % s ) n % t
R
j n�� � 4

(8)
where � �*[ n [ . Finally, in practiceit is not alwaysnecessary
to evaluate

R
, n ,

s
,
}

, aswritten above. For somepurposes,
integralsof thedyadicpowersof

+
areadequate,andfrom these

thepressureandheatflux canbecalculated.

Thedifferentialnumberof particlesenteringthedetector, which
ideally equalsthe numberof countsregisteredby the detector,
duringa givendatagatheringinterval is

^ < +�B �"\;SKT +P� < +�B ` Y )�+ a W � (9)

In thecaseof nonrelativistic energies,thevelocity volumedif-
ferentialmayberelatedto particledetectorparametersvia Ta-
bles2 and3 to find:

� < +�B�� ^ < +�Bh U�� � (10)

Figure2. Particledistribution function in PMA dataformat. Datais from the
HAWKEYE spacecraft[11,12].

UnstructuredGrid & Quadrature

A three dimensionalgrid or meshis constructedin velocity
spacefrom the positionsof the spectrometerdata. The grid is
constructedusing the Delaunaytriangulationimplementedin
theGEOMPACK library [13,14]. Theresultinggrid is a setof
tetrahedralvolumesthat partition velocity space;the vertices
of thesetetrahedracorrespondto velocity spacemeasurements.
From thereit is a simplematterto evaluatefunctionsdefined
on themeasurements,including thecalculationof momentsof
the plasmaparticledistribution by numericalquadrature.Inte-
grationsovervelocityspacebecomesummationsover thesetof
tetrahedra.

An advantageof this approachis thatnearlyarbitrarydistribu-
tionsof measurementsmaybehandled.A key disadvantageis
one that alsoarisesin FEA, namelythe errorsthat canbe in-
troducedby poorlyshapedtetrahedra.Poorlyshapedtetrahedra
leadtodifficultiesbothin grid constructionandnumericalerrors
duringcalculation.Nevertheless,wefeel thatthisFEA inspired
approachallows one to extract information from the dataset
with minimal transformationbecausethedatais left “in place”,
andnot accumulatedinto bins or scatteredonto a grid. Thus
ourapproachwill providethebesttimeresolutionpossiblefor a
givendatasetbecausethereis nogrid to befilled with data:the
datadefinesthegrid. Furthermore,ourapproachallowsparticle
spectrometerdevelopersto start to considerreactive, adaptive
measurementstrategies that allow the instrumentto focus on
featureswithin velocityspace,obtaininghighertimeandveloc-
ity spaceresolution.

Anotherissueinvolving grid construction,is thatGEOMPACK
forms a convex-hull of the datapoints. The convex hull is the
minimalconvex surfacethatenclosesall of thepoints.For sam-
plingsof velocityspacethatareessentiallynon-convex, thiscan
leadto grids(discretizations)thathavecopious,ill-shapedtetra-
hedraasmentionedabove. The way aroundthis problemthat
we have pursuedis basedon the recognitionthat in spherical
coordinatestheregionsof velocityspacesamplesareessentially



Figure3. Thediscretizationof velocity space.

convex (Figure3).

The location of the datapoints in the angulardimensionsare
trivially bound,while the magnitudeof the velocity hasgiven
upperandlower limits. Therefore,the datapointslie within a
rectangularvolumein sphericalcoordinates.As long asthere
is a sufficient densityof pointswithin this volume,oneobtains
goodresultsfor both the automateddiscretizationandthe nu-
mericalcalculation.Futherdetailsregardingtheautomateddis-
cretizationarebeyond the scopeof this work andwill be pre-
sentedelsewhere, including a discussionof issuesrelating to
troublesomedegeneratepoints.

Let ��y denotethedirectionandvelocitystateof thedetectordur-
ing measurement� : ��y��"�1U�y 4 XVy 4 ��y�� . With this definition we
write theestimatedistribution functionat � y as

� y . We canthen
evaluatetheintegralsEq.5–8by numericalquadraturebecause
weknow theintegrandsasfunctionsof thedata:��y and

� y . After
thetriangulation,a list of tetrahedrais constructed.Thevolume
of eachtetrahedrais determinedby its four verticesdetermined
by � y . We determinethe tetrahedra’s contribution to the inte-
grals by linearly interpolatingthe appropriatefunctionsof

� y
and��y from thenodes.

3. TESTING METHOD

ApplicationForm

In this paperwe considerthe effect of faultson this dataanal-
ysis scheme.A goal of the REE effort is to allow instrument
operatorsor scientiststo run dataanalysisprogramson board

TABLE 4

APPLICATION ENVIRONMENT

Apple PowerBook2000
384MB RAM

Yellow Dog Linux ChampionServerv1.2
Kernelversion2.2.15pre19

PLAPACK 2.08
GEOMPACK version3

LAPACK version2.0(Very few routinesused)
MessagePassingInterfaceMPICH 1.2.0& p4 [15,9,16]

ABSOFTFortran90version3.0& bundledIMSL
GNU gcc2.95.2

Optimizationenabledfor C & Fortrancompilers

thespacecraft.Furthermore,REEseeksto provideacomputing
environment,basedon commercial-off-the-shelf(COTS) com-
ponents,augmentedby Hardwareimplementedfault tolerance
in conjuctionwith SIFT (H/SIFT), that otherwiseclosely re-
semblesthecomputingenvironmentusedby theground-based
scientist.Scientistgeneratedanalysisprogramsareto runonthe
REEFlight Processorandwill suffer faults.Therefore,mostof
the PMA codewasconstructedusingFortran90 and95 with
enoughC andshellscriptingto allow for library accessandrun
management(Table4). Much arithmeticwasperformedusing
doubleprecisionfloatingpoint.

To startto determinehow faultsaffect suchscienceprograms,
we have subjectedthePMA to faultsandhave studiedtheir ef-
fects. REE is in the processof bringing a hardwareandsoft-
warebasedfault injector on line; this fault injector will allow
faultsto beinjectedinto variouspartsof theREEFlight Proces-
sorTestbed,includingmemory, cache,registers,etc.Currently,
however, we do not have readyenoughaccessto the run-time
stateof thePMA andprocessorto allow extensivetestingof the
dynamicportionsof thePMA process.

On theotherhand,we have full accessto thestaticstateof the
program.1. Thereforeto startour testingwe have pursuedthe
following simpleprocedure.ThePMA analysisexecutableand
modeldatawerearchived without compression.This archive
was copiedand then a randomlychosenbit in the copy was
flipped. Everybit hadanequalchanceto bechosen.ThePMA
anddatawerethenextractedfrom thearchive andtheanalysis
was run. The run-timeenvironmentfor the testsusedhereis
detailedin Table4. Thesizeof theexecutableanddatasetare
given in Table5; this shows the relative sizesof the two parts
of theapplication,which impliesthattheexecutablelikely suf-
fered about50% more faults than the data. No specialeffort
was expendedto reduceexecutablesize or enhancerun-time
robustness,andthe datasetuseddid not modelany particular
instrument.

�
By staticstatewemeanthatstateavailablebeforerun-time.Dynamicstate

is complementarilydefined.



TABLE 5

SI ZES OF STATIC PORTION OF PMA

PMA Portion MB: Megabytes
KB: Kilobytes.

Dataset 1.1MB
Executable 1.6MB
Run-controlinputfiles 1.5KB

TABLE 6

RESULTS FROM ERROR TESTING.

Percentage Number Characteristic

100.0 1161 Iterations
7.6 88 Severecontrolflow errors

92.5 1074 Produced

R
& n

91.0 1057

R
within ��� � % of correct

80.7 937

R
negligible difference

1.5 16

R
intolerablycorruptedresults

90.4 1050 n within �O� � % of correct
77.0 894 n negligible difference
1.7 20 n intolerablycorruptedresults

4. RESULTS

Theresultsof aseriesof runsis tabulatedin Table6. Thezeroth
moment(density)wasexaminedfor discrepanciesfromthenon-
corruptedcontrol run. Two tenthsof the runs either did not
successfullycomplete,or produceda densitythatdifferedfrom
true. However, half of thenon-negligibly corruptedresults,i.e.
onetenthof theruns,produceddensitiesthatwerewithin 0.5%
of true and are thereforeusable. Similar resultsare obtained
if the first velocity moment,i.e. the bulk flow velocity n , is
studied.

Thetypesof errorsaresummarizedin Table7. Of the88 errors
that haltedthe program,just underhalf seemto have caught
within the “lower” levelsof MPICH andits p4 substrate.An-
other 15% were caughtby the operatingsystem(OS), which
never falteredduring thesetests. Justunder25% of the seri-
ouserrorsoccuredin PLAPACK or higher levels of MPI, e.g.
incorrectPLAPACK argumentsor faulty MPI communicattion
parameters,etc. A numberof Fortranrun-timeerrorsalsooc-
cured,thoughabouthalf of themseemdueto corruptionof the
archiveandthusarenotdirectlyrelevantto thecurrentproblem.

Table 8 shows the sourceof faults that causedthe 88 serious
errors. Over three fourths of the seriouserrorswere caused
by bits flipped in the executable. Packagelevel errors, e.g.
PLAPACK/DLINRG, areduemainly to datacorruption.Error
induced“user aborts” are evenly split betweendataand exe-
cutablecorruption.For segmentationviolationscaughtin MPI,
faultsin theexecutableoutnumberfaultsin thedataby nine to
one.Thefaultsthatproducedthe16 intolerableresultsrecorded
in theTable6 did not causethePMA to crash;consistentwith
this is that15out of those16 faultsoccuredin data.

TABLE 7

CLASSIFICAITON OF THE 88 SEVERE ERRORS

Number Typeof severeerror

42 MPI or p4caughtSIGBUS/SEGV
21 PLAPACK or higherlevel MPI/userabort
13 OScaughtillegal instruction/segmentationfaults
10 FORTRAN run-timeerrors
2 Terminateddueto excessiverun-time

TABLE 8

LOCATION OF FAULTS LEADING TO THE 88 SEVERE ERRORS

Number Applicationareaof fault

67 executable
15 data
6 archive(file) structure

5. CONCLUSIONS

In this work we have shown thata dataanalysisprogramwrit-
ten by a scientistfor a COTS parallel computeranddevelop-
mentsystemcanhave reasonableperformancein the presence
of faultsto its staticstate.This is partiallydueto therobustness
of doubleprecisionfloatingpointarithmeticto singlebit errors.
Anotherreasonfor theapplication’s robustnessis thatPMA re-
ducesthedatato statisticalmoments,which reducestheoverall
impactof dataerrors.Furthermore,PMA operatesasafilter that
undergoesonly alimited amountof iteration.Therefore,thereis
not a greatdealof time for faultsandtheir consequencesto ac-
cumulate.Fresh,new processeswill continuallystartandlimit
theeffectof faultsto old, expiredprocesses.

Applicationsthatrequirelong lifetimes,servers,operatingsys-
tems,systemmonitors,missionplanner/schedulersmay drive
fault tolerancedevelopment,but scienceanalysesseemfrom the
startmorerobust.However, for scienceanalysesthatmayaffect
missionoperations,stringentreal-timerequirementson system
or instrumenthealthandsafetymay drive higherlevelsof sci-
enceapplicationrobustnessthanwehaveobservedwith ourex-
perimentswith the PMA. Certainly, given the inherentrobust-
nessof PMA, achieving thesehigherlevelsof reliability seems
feasiblewithin theREEtechnologydevelopmentframework.

The logical continuationof this work is to perform a similar
seriesof testsusingthe fault injection capabilitiesof the REE
Testbed. With that systemwe will be able to determinehow
PMA respondsto errors in its dynamicstate. We doubt that
the resultswill differ greatly from what we have found here,
thoughtheremaybea somewhatwider rangeof consequences
dueto thebroaderrangeof faults.Certainly, wewill gainabet-
ter appreciationfor thebehavior of the PMA whenotherparts
of thecomputingsubsystemsuffer faults,becausethatis some-
thing we are currently not able to test. Our resultspoint out
thattheREEemphasison hardware,softwarelibraries,andOS
fault toleranceis well placed.PMA will beusedto testthefault
tolerantversionsof theseCOTS componentsfor spaceborne



applications.
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